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Vulnerability
• Is a weakness or lack of contermeasure that can be exploited by a threat

 Threat is the potential for someone or something to exploit a vulnerability and 
breach security.

 Risk is the likelihood and impact (or consequence) of a threat actor exploiting a 
vulnerability



DevSecOps
• “DevSecOps automatically bakes in security at every phase of the software 

development lifecycle, enabling development of secure software at the speed 
of Agile and DevOps.” IBM



Vulnerability Databases and 
Vulnerability Feeds
• As well as analyzing adversary tools and behaviors, another source of threat 

intelligence is identifying vulnerabilities in OS, software application, and 
firmware code. Security researchers look for vulnerabilities, often for the 
reward of bug bounties offered by the vendor. 

• Lists of vulnerabilities are stored in databases such as 

 Common Vulnerabilities and Exposures (CVE), operated by Mitre (cve.mitre.org). 
Information about vulnerabilities is codified as signatures and scanning scripts that 
can be supplied as feeds to automated vulnerability scanning software.

 Common weaknesses enumeration (CWE) operated by Mitre. Category system for 
software weaknesses and vulnerabilities.



Software Vulnerabilities and Patch 
Managment
• Software exploitation means an attack that targets a vulnerability in 

software code.

 Not just applications:

 Operating system (OS)

 Firmware



Zero-Day and Legacy Platform 
Vulnerabilities
• A vulnerability that is exploited before the developer knows about it or can release a patch is 

called a zero-day.

• The term zero-day is usually applied to the vulnerability itself but can also refer to an attack or 
malware that exploits it. The EternalBlue zero-day exploit makes for an instructive case study 
(wired.com/story/eternalblue-leaked-nsa-spy-tool-hacked-world).

• Zero-day vulnerabilities have significant financial value. A zero-day exploit for a mobile OS can be 
worth millions of dollars. Consequently, an adversary will only use a zero-day vulnerability for 
high value attacks. State security and law enforcement agencies are known to stockpile zero-days 
to facilitate the investigation of crimes.

• A legacy platform is one that is no longer supported with security patches by its developer or 
vendor. This could be a PC/laptop/smartphone, networking appliance, peripheral device, Internet 
of Things device, operating system, database/programming environment, or software application. 
By definition, legacy platforms are unpatchable. Such systems are highly likely to be vulnerable to 
exploits and must be protected by security controls other than patching, such as isolating them to 
networks that an attacker cannot physically connect to.



Weak Host Configurations
While ineffective patch and configuration management policies and 
procedures represent one type of vulnerability, weak configurations can have 
similar impacts.

• Default Settings

• Unsecured Root Accounts

• Effective user management and authorization policies

• Open Permissions



Weak Network Configurations
Vulnerabilities can also arise from running unnecessary services or using weak 
encryption.

• Open Ports and Services

• Unsecure Protocols

• Weak Encryption

• Errors



Impacts from Vulnerabilities
Vulnerabilities can lead to various data breach and data loss scenarios. These 
events can have serious impacts in terms of costs and damage to the 
organization's reputation.

• Data Breaches and Data Exfiltration Impacts

• Identity Theft Impacts

• Data Loss and Availability Loss Impacts

• Financial and Reputation Impacts



Third-Party Risks
High-profile breaches have led to a greater appreciation of the importance of the supply chain 
in vulnerability management. A product, or even a service, may have components created and 
maintained by a long chain of different companies. Each company in the chain depends on its 
suppliers or vendors performing due diligence on their vendors. A weak link in the chain 
could cause impacts on service availability and performance, or in the worst cases lead to data 
breaches.

• Vendor Management

• Outsourced Code Development

• Data Storage

• Cloud-Based versus On-Premises Risks



Vulnerability Scan Types
An automated scanner must be configured with signatures and scripts that 
can correlate known software and configuration vulnerabilities with data 
gathered from each host. Consequently, there are several types of 
vulnerability scanners optimized for different tasks.

• Network Vulnerability Scanner

• Application and Web Application Scanners



Nessus



Nessus



CVE / CVSS
• Common Vulnerabilities and Exposures (CVE) is a dictionary of 

vulnerabilities in published operating systems and applications software 
(cve.mitre.org). There are several elements that make up a vulnerability's 
entry in the CVE:

 An identifier in the format: CVE-YYYY-####, where YYYY is the year the 
vulnerability was discovered, and #### is at least four digits that indicate the 
order in which the vulnerability was discovered.

 A brief description of the vulnerability.

 A reference list of URLs that supply more information on the vulnerability.

 The date the vulnerability entry was created.

 The CVE dictionary provides the principal input for NIST's National Vulnerability 
Database (nvd.nist.gov). The NVD supplements the CVE descriptions with 
additional analysis, a criticality metric, calculated using the Common 
Vulnerability Scoring System (CVSS), plus fix information.

• CVSS is maintained by the Forum of Incident Response and Security 
Teams (first.org/cvss).

CVE-2021-44228



CVE-2021-44228 – Log4j
• https://nvd.nist.gov/vuln/detail/CVE-2021-44228

https://nvd.nist.gov/vuln/detail/CVE-2021-44228


OWASP Threat Modeling
• Open Web Application Security Project

• Threat modeling is a process for capturing, organizing, and analyzing all of this 
information. Applied to software, it enables informed decision-making about 
application security risks. It is used to identify, communicate, and understand 
threats and mitigations

• A threat model is a structured representation of all the information that affects the 
security of an application. In essence, it is a view of the application and its 
environment through the lens of security.

• A threat model typically includes:

 Description of the subject to be modeled

 Assumptions that can be checked or challenged in the future as the threat landscape changes

 Potential threats to the system

 Actions that can be taken to mitigate each threat

 A way of validating the model and threats, and verification of success of actions taken



Threat Modeling: Four Question 
Framework
 What are we working on?

 Assess Scope - What are we working on? This might be as small as a sprint, or as large as a whole system.

• What can go wrong?

 Identify what can go wrong - This can be as simple as a brainstorm, or as structured as using STRIDE, 
Kill Chains, or Attack Trees.

• What are we going to do about it?

 Identify countermeasures or manage risk - Decide what you’re going to do about each threat. That 
might be to implement a mitigation, or to apply the accept/transfer/eliminate approaches of risk 
management.

• Did we do a good job?

 Assess your work - Did you do a good enough job for the system at hand?



OWASP Top 10 - 2021



A01:2021-Broken Access Control: 
Access control enforces policy 
such that users cannot act 
outside of their intended 
permissions. Failures 
typically lead to 
unauthorized information 
disclosure, modification, or 
destruction of all data or 
performing a business 
function outside the user's 
limits



A02:2021 – Cryptographic Failures
The first thing is to determine 
the protection needs of data in 
transit and at rest. For example, 
passwords, credit card numbers, 
health records, personal 
information, and business 
secrets require extra protection, 
mainly if that data falls under 
privacy laws, e.g., EU's General 
Data Protection Regulation 
(GDPR), or regulations, e.g., 
financial data protection such as 
PCI Data Security Standard 
(PCI DSS)



A03:2021 – Injection
An application is vulnerable to attack when:

• User-supplied data is not validated, filtered, 
or sanitized by the application.

• Dynamic queries or non-parameterized calls 
without context-aware escaping are used 
directly in the interpreter.

• Hostile data is used within object-relational 
mapping (ORM) search parameters to extract 
additional, sensitive records.

• Hostile data is directly used or concatenated. 
The SQL or command contains the structure 
and malicious data in dynamic queries, 
commands, or stored procedures

String query = "SELECT \* FROM accounts 

WHERE custID='" + request.getParameter("id") + 

"'";
Query HQLQuery = session.createQuery("FROM 

accounts WHERE custID='" + 

request.getParameter("id") + "'");



A04:2021 – Insecure Design
Insecure design is a broad category 
representing different weaknesses, expressed 
as “missing or ineffective control design.” 
Insecure design is not the source for all other 
Top 10 risk categories. There is a difference 
between insecure design and insecure 
implementation. We differentiate between 
design flaws and implementation defects for a 
reason, they have different root causes and 
remediation. A secure design can still have 
implementation defects leading to 
vulnerabilities that may be exploited. An 
insecure design cannot be fixed by a perfect 
implementation as by definition, needed 
security controls were never created to defend 
against specific attacks. One of the factors 
that contribute to insecure design is the lack 
of business risk profiling inherent in the 
software or system being developed, and thus 
the failure to determine what level of security 
design is required.



A05:2021 – Security
Misconfiguration

The application might be vulnerable if the application is:

• Missing appropriate security hardening across any part of the 
application stack or improperly configured permissions on cloud services.

• Unnecessary features are enabled or installed (e.g., unnecessary ports, 
services, pages, accounts, or privileges).

• Default accounts and their passwords are still enabled and unchanged.

• Error handling reveals stack traces or other overly informative error 
messages to users.

• For upgraded systems, the latest security features are disabled or not 
configured securely.

• The security settings in the application servers, application frameworks 
(e.g., Struts, Spring, ASP.NET), libraries, databases, etc., are not set to 
secure values.

• The server does not send security headers or directives, or they are not 
set to secure values.

• The software is out of date or vulnerable (see A06:2021-Vulnerable and 
Outdated Components).

https://owasp.org/Top10/A06_2021-Vulnerable_and_Outdated_Components/


A06:2021 – Vulnerable and Outdated 
Components

You are likely vulnerable:

• If you do not know the versions of all components you use (both 
client-side and server-side). This includes components you 
directly use as well as nested dependencies.

• If the software is vulnerable, unsupported, or out of date. This 
includes the OS, web/application server, database management 
system (DBMS), applications, APIs and all components, runtime 
environments, and libraries.

• If you do not scan for vulnerabilities regularly and subscribe to 
security bulletins related to the components you use.

• If you do not fix or upgrade the underlying platform, 
frameworks, and dependencies in a risk-based, timely fashion. 
This commonly happens in environments when patching is a 
monthly or quarterly task under change control, leaving 
organizations open to days or months of unnecessary exposure to 
fixed vulnerabilities.

• If software developers do not test the compatibility of updated, 
upgraded, or patched libraries.

• If you do not secure the components’ configurations (see 
A05:2021-Security Misconfiguration).



A07:2021 – Identification and 
Authentication Failures

Confirmation of the user's identity, authentication, and session management is 
critical to protect against authentication-related attacks. There may be 
authentication weaknesses if the application:

• Permits automated attacks such as credential stuffing, where the attacker has a 
list of valid usernames and passwords.

• Permits brute force or other automated attacks.

• Permits default, weak, or well-known passwords, such as "Password1" or 
"admin/admin".

• Uses weak or ineffective credential recovery and forgot-password processes, such 
as "knowledge-based answers," which cannot be made safe.

• Uses plain text, encrypted, or weakly hashed passwords data stores 
(see A02:2021-Cryptographic Failures).

• Has missing or ineffective multi-factor authentication.

• Exposes session identifier in the URL.

• Reuse session identifier after successful login.

• Does not correctly invalidate Session IDs. User sessions or authentication tokens 
(mainly single sign-on (SSO) tokens) aren't properly invalidated during logout or 
a period of inactivity.



A08:2021 – Software and Data Integrity 
Failures

• Software and data integrity failures relate to 
code and infrastructure that does not protect 
against integrity violations. An example of 
this is where an application relies upon 
plugins, libraries, or modules from untrusted 
sources, repositories, and content delivery 
networks (CDNs). An insecure CI/CD pipeline 
can introduce the potential for unauthorized 
access, malicious code, or system compromise. 
Lastly, many applications now include auto-
update functionality, where updates are 
downloaded without sufficient integrity 
verification and applied to the previously 
trusted application. Attackers could 
potentially upload their own updates to be 
distributed and run on all installations. 
Another example is where objects or data are 
encoded or serialized into a structure that an 
attacker can see and modify is vulnerable to 
insecure deserialization.



A09:2021 – Security Logging and 
Monitoring Failures

This category is to help detect, escalate, and respond to 
active breaches. Without logging and monitoring, breaches 
cannot be detected. Insufficient logging, detection, 
monitoring, and active response occurs any time:

• Auditable events, such as logins, failed logins, and high-
value transactions, are not logged.

• Warnings and errors generate no, inadequate, or unclear 
log messages.

• Logs of applications and APIs are not monitored for 
suspicious activity.

• Logs are only stored locally.

• Appropriate alerting thresholds and response escalation 
processes are not in place or effective.

• Penetration testing and scans by dynamic application 
security testing (DAST) tools (such as OWASP ZAP) do 
not trigger alerts.

• The application cannot detect, escalate, or alert for 
active attacks in real-time or near real-time.



A10:2021 – Server-Side Request Forgery 
(SSRF)

SSRF flaws occur whenever a web 
application is fetching a remote resource 
without validating the user-supplied URL. 
It allows an attacker to coerce the 
application to send a crafted request to an 
unexpected destination, even when 
protected by a firewall, VPN, or another 
type of network access control list (ACL).



A10:2021 – Server-Side Request 
Forgery (SSRF)



Examples
• HTTP



XSS



Q&A



The End


